Code Analysis

Description

Presents best practices for performing code analysis to uncover errors in and improve the quality of source
code. Methods include manual code auditing, walkthroughs, static analysis, dynamic analysis, metric
analysis, testability analysis, crypto analysis, random number analysis, and fault injection.
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Software security isfirst and
foremost about identifying and
managing risks. One of the most
effective ways to identify and
manage risk for an application
isto iteratively review its code
throughout the devel opment cycle.
Substantial net improvementsin
software security can be realized
through the formal use of design
and code inspection.
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Abstract

Substantial net improvements

in application security have
been obtained through the use

of formal reviews of design and
code. Improvements are made
possible by a systematic design
and code verification process.
By using source code review
results, asignificant reduction in
security flaws can be achieved.
To perform thiskind of analysis,
it is necessary for a project

to have defined, consistently
executed processes for source
code inspection, code rework, and
retesting.
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through the formal use of design
and code inspection.
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